Notice of Privacy Practices
THIS NOTICE DESCRIBES HOW PSYCHOLOGICAL AND MEDICAL INFORMATION ABOUT YOU
MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.
PLEASE REVIEW IT CAREFULLY.
What is your medical information? All the health care related information we have in your file, including
your medical and mental health history, current condition, diagnosis, examination notes, test and
assessment results, and prescriptions.
Why are you getting this Notice? We must comply with the HIPAA Privacy Rule that requires us to
protect the confidentiality of your medical information. The Privacy Rule also gives you certain rights with
respect to your medical information. This Notice explains both our obligations and your rights under the
Privacy Rule.
I. OUR OBLIGATIONS
A. We have a legal duty to protect the confidentiality of your health information. We are required to
protect the confidentiality of your individually identifiable health information (“protected health information”
or “PHI”). We must give you notice of our legal duties and privacy practices concerning your PHI:
▪
▪
▪
▪

We must protect PHI that we have created or received about your past, present, or future health
condition, health care we provide to you, or payment for your health care.
We must notify you about how we will protect your PHI.
We must explain how, when and why we will use and/or disclose your PHI.
We may only use and/or disclose PHI as we have described in this Notice.

We are required to follow the procedures in this Notice. We reserve the right to change the terms of this
Notice and to make new notice provisions effective for all PHI that we maintain by first:
▪
▪
▪

Posting the revised Notice in our offices;
Making copies of the revised Notice available upon request (either at our offices or through the
contact person listed in this Notice); and
Posting the revised Notice on our website.

B. We may legally use and disclose your PHI as follows.
1.
We may use and disclose PHI about you to provide health care treatment to you. We may
use and disclose PHI about you to provide, coordinate or manage your health care and related services.
This may include communicating with other health care providers regarding your treatment and coordinating
and managing your health care with others. For example, we may use and disclose PHI about you when
you need a prescription or other health care services. In addition, we may use and disclose PHI about you
when referring you to another health care provider.

2.
We may use and disclose PHI about you to obtain payment for services. Generally, we may
use and give your medical information to others to collect payment for the treatment and services provided
to you. For example, we may also share portions of your medical information with the following:
▪
▪
▪
▪

Collection departments or agencies;
Health insurance carrier;
Hospital departments that review the care you received to check that it and the costs associated
with it were appropriate for your illness or injury; and
Consumer reporting agencies (e.g., credit bureaus).

3.
We may use and disclose your PHI for insurance claims processing. If you choose to seek
reimbursement from your health insurance carrier or are using your insurance to pay for services,
disclosure of confidential information may be required by your carrier in order to process the claims. Only
the minimum necessary information will be communicated to the carrier. By signing this contract, you are
consenting to a release of information about your case to your health plan for claims, certification and
case management for the purposes of treatment and payment. EBH staff members have no control or
knowledge over what insurance companies do with the information she submits or who has access to this
information. You must be aware that submitting a mental health invoice for reimbursement and
submission of information to your insurance company by EBH staff carries a certain amount of risk to
confidentiality, privacy or to future capacity to obtain health or life insurance.
4.
We may use and disclose your PHI for our internal health care operations. We may use and
disclose PHI in performing business activities, which we call “health care operations”. These “health care
operations” allow us to improve the quality of care we provide and reduce health care costs. Examples of
the way we may use or disclose PHI about you for “health care operations” include the following:
▪
▪

▪
▪
▪
▪

▪
▪
▪
▪
▪

Reviewing and improving the quality, efficiency and cost of care that we provide to you and our
other patients. For example, we may use PHI about you to develop ways to assist our health
care providers and staff in deciding what medical treatment should be provided to others.
Improving health care and lowering costs for groups of people who have similar health
problems and to help manage and coordinate the care for these groups of people. We may use
PHI to identify groups of people with similar health problems to give them information, for
instance, about treatment alternatives, classes, or new procedures.
Reviewing and evaluating the skills, qualifications, and performance of health care providers
taking care of you.
Providing training programs for students, trainees, health care providers or non- health care
professionals (for example, affiliates and their office staff) to help them practice or improve their
skills.
Cooperating with outside organizations that assess the quality of the care we and others
provide. These organizations might include government agencies or accrediting bodies such
as The Joint Commission.
Cooperating with outside organizations that evaluate, certify or license health care providers,
staff or facilities in a particular field or specialty. For example, we may use or disclose PHI so
that one of our physicians may become certified as having expertise in the field of age
management.
Assisting various people who review our activities. For example, PHI may be seen by doctors
reviewing the services provided to you, and by accountants, lawyers, and others who assist us
in complying with applicable laws.
Conducting business management and general administrative activities related to our practice
and the services we provide.
Resolving grievances within our practice.
Reviewing activities and using or disclosing PHI in the event that we sell our practice.
Complying with this Notice and with applicable laws.

5.
We may use and disclose PHI under other circumstances without your prior written
authorization. We may use and/or disclose your PHI under a number of circumstances in which you do
not have to consent, give authorization or otherwise be given an opportunity to agree or object. Those
circumstances include:
▪
▪
▪

▪
▪

▪
▪
▪
▪
▪
▪
▪
▪

When the use and/or disclosure is required by law. For example, when a disclosure is required
by federal, state or local law or other judicial or administrative proceeding.
When the use and/or disclosure is necessary to coordinate services when you are deemed to
be a high risk for self-harm.
When the use and/or disclosure is required by Illinois Department of Human Services (DHS)
Firearm Owner's Identification (FOID) Mental Health Reporting System after a determination is
made that you are in clear and present danger, developmentally disabled or intellectually
disabled.
When the use and/or disclosure is necessary for public health activities. For example, we may
disclose your PHI if you have been exposed to a communicable disease or may otherwise be
at risk of contracting or spreading a disease or condition.
When the disclosure relates to victims of abuse, neglect or domestic violence. If we suspect
that a person under 18 or over 65, or a disabled person, is being abused or has been abused,
we must file a report with the appropriate state agency. Also, if a patient communicates a
serious threat of physical violence against an identifiable victim, we must take protective
actions, including notifying the victim and police.
When the use and/or disclosure is for health oversight activities. For example, we may disclose
your PHI to a state or federal health oversight agency which is authorized by law to oversee
our operations.
When the disclosure is for judicial and administrative proceedings. For example, we may
disclose your PHI in response to an order of a court or administrative tribunal.
When the disclosure is for law enforcement purposes. For example, we may disclose your PHI
in order to comply with laws that require the reporting of certain types of wounds or other
physical injuries.
When the use and/or disclosure relates to decedents. For example, we may disclose your PHI
to a coroner or medical examiner for the purposes of identifying you should you die.
When the use and/or disclosure relates to cadaveric organ, eye or tissue donation purposes.
When the use and/or disclosure relates to medical research. Under certain circumstances, we
may disclose your PHI for medical research.
When the use and/or disclosure is to avert a serious threat to health or safety. For example,
we may disclose your PHI you to prevent or lessen a serious and imminent threat to the health
or safety of a person or the public.
When the use and/or disclosure relates to specialized government functions. For example, we
may disclose your PHI if it relates to military and veterans’ activities, national security and
intelligence activities, protective services for the President, and medical suitability or
determinations of the Department of State.

6.
You can object to certain uses and disclosures. Unless you object, we may use or disclose
your PHI in the following circumstances:
▪

▪

We may share with a family member, relative, friend or other person identified by you, PHI
directly related to that person’s involvement in your care or payment for your care. We may
share with a family member, personal representative or other person responsible for your care,
PHI necessary to notify such individuals of your location, general condition or death.
We may share with a public or private agency (for example, American Red Cross) PHI about
you for disaster relief purposes. Even if you object, we may still share the PHI about you, if
necessary in an emergency situation.

If you would like to object to our use or disclosure of PHI about you in the above circumstances, please call
our contact person listed below.

7.
We may contact you to provide appointment reminders. We may use and/or disclose PHI to
contact you to provide a reminder to you about an appointment you have for treatment or medical care.
This includes e-mail messages, text messages sent to your cell phone and voicemails.
8.
We may contact you with information about treatment, services, products or health care
providers. We may use and/or disclose PHI to manage or coordinate your healthcare. This may include
telling you about treatments, services, products and/or other healthcare providers. This communication may
include e-mail messages, text messages sent to your cell phone and voicemails.
** ANY OTHER USE OR DISCLOSURE OF YOUR PHI
REQUIRES YOUR PRIOR WRITTEN AUTHORIZATION **
Under any circumstances other than those listed above, we will ask for your prior written authorization
before we use or disclose your PHI. If you sign a written authorization allowing us to disclose your PHI in a
specific situation, you may later cancel your authorization in writing. If you cancel your authorization in
writing, we will not disclose your PHI after we receive your cancellation, except for disclosures which were
being processed before we received your cancellation.
II. YOUR RIGHTS.
A.

You have the right to request restrictions on uses and disclosures of PHI about you.

You have the right to request that we restrict the use and disclosure of your PHI. We are not required to
agree to your requested restrictions. However, if we do agree to your request we will abide by the
restrictions except under the following circumstances: emergency treatment, disclosures to the Secretary
of the Department of Health and Human Services, and uses and disclosures described in the previous
sections of this Notice. You may request a restriction by submitting your request in writing.
B.
You have the right to request different ways to communicate with you. You have the right to
make reasonable requests with regard to how and where we contact you about your PHI. For example, you
may request that we contact you at your work address or phone number or by email. Your request must be
in writing and we must accommodate reasonable requests.
C.
You have the right to see and copy PHI about you. You have the right to request to see and
receive a copy of PHI contained in clinical, billing and other records used to make decisions about you.
Your request must be in writing. We may charge you related copying and/or summary preparation fees.
Instead of providing you with a full copy of the PHI, we may give you a summary or explanation of the PHI
about you, if you agree in advance to the form and cost of the summary or explanation. There are certain
situations in which we are not required to comply with your request. Under these circumstances, we will
respond to you in writing, stating why we will not grant your request and describing any rights you may have
to request a review of our denial.

D.
You have the right to request amendment of your clinical and medical record. You have the
right to request that we make amendments to clinical, billing and other records used to make decisions
about you. Your request must be in writing and must explain your reason(s) for requesting the amendment.
We may deny your request if: 1) the information was not created by us (unless you prove the creator of the
information is no longer available to amend the record); 2) the information is not part of the records used to
make decisions about you; 3) we believe the information is correct and complete; or 4) you would not have
the right to see and copy the record as described above. We will tell you in writing the reasons for the denial
and describe your rights to give us a written statement disagreeing with the denial. If we accept your request
to amend the information, we will make reasonable efforts to inform others of the amendment, including
persons you name who have received your PHI and who need the amendment.
E.
You have the right to a listing of disclosures we have made. If you ask our contact person in
writing, you have the right to receive a written list of certain of our disclosures of your PHI. You may ask for
disclosures made up to six (6) years before your request (not including disclosures made prior to April 14,
2003). We are not required to include disclosures:
▪
▪
▪
▪
▪

For your treatment
For billing and collection of payment for your treatment
For our health care operations
Requested by you, that you authorized, or which are made to individuals involved in your care,
and
Allowed by law (for examples, please the section above).

The list will include the date of the disclosure, the name (and address, if available) of the person or
organization receiving the information, a brief description of the information disclosed, and the purpose of
the disclosure. If you request a list of disclosures more than once in 12 months, we may charge you a
reasonable fee.
F. MINORS AND PARENTS
Unemancipated patients under 18 years of age and their parents should be aware that the law may allow
parents to examine their child’s treatment records unless we determine that access would have a
detrimental effect on our professional relationship with the patient, or to his/her physical safety or
psychological well-being. Because privacy in treatment is often crucial to successful progress, particularly
with adolescents, and parental involvement is also essential, it is usually our policy to request an
agreement with minors and their parents about access to information.
G. You have the right to a copy of this Notice. You have the right to request a paper copy of this Notice
at any time. We will provide a copy of this Notice no later than the date you first receive services from us
(except for emergency services, and then we will provide the Notice to you as soon as possible).
H. YOU MAY FILE A COMPLAINT ABOUT OUR PRIVACY PRACTICES. If you think your privacy rights
have been violated by us, or you want to complain to us about our privacy practices, you may contact the
person listed below:
Dr. Rae Mazzei
You may also send a written complaint to the United States Secretary of the Department of Health and
Human Services. If you file a complaint, we will not take any action against you or change our treatment
of you in any way.
EFFECTIVE DATE OF THIS NOTICE: July 18, 2014 until revised or revoked.

